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Abstract

An unprecedented development has been taking place in the field of
communications in recent years due to the technological development in the
modern technology means in the field of communications and media. This
development has witnessed by the world at large and layman and legal person
have benefited from it, where it brought about a qualitative change in their lives
in relation to what is characterized by this change in terms of speed and Precision
in the field of communications, information gathering and storage. This technical
change has left a positive impact on society at the level of countries and
individuals.

This change was called "the world of Informatics" which made the world a
small village that can communicate with each other in various walks of life in the
least time and effort possible.

However, this change has revealed its negative side, as it led to the
emergence of a number of violations resulting from the use of this change, which
led to the emergence of the so-called "information or cybercrime ", which has
become a threat to the entire society, and this resulted from the criminal's use of
information  technology and modern technology in  committing
crimes. Consequently, there is a new type of crime that is compatible with this
technological change existing in the society, where the criminal has become using
these technical devices with intelligent way to commit his crime, and leaves no
trace behind this crime, and therefore it is difficult to prove the crime.

Although there is proof evidences used in traditional crimes, it is not suitable

for establishing the crime and ascribing it to its perpetrator.
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However, to combat this crime, it became necessary to find new methods
suitable for this crime in order to detect it, due to the inability of traditional
evidence to prove it, such as testimony of witnesses, documents and other proof
evidences, which led to the emergence of so-called "digital evidence" as a means
to prove these crimes, but the digital evidence as a means of proof has arouse
controversy about the extent of its legitimacy in its use as evidence for proofing
because it relates to the private lives of individuals to a large extent, however it is
used as evidence for confronting information crimes or cybercrimes as it is related

to the type of those crimes and is appropriate for its nature.

Keywords: Digital Evidence, Proof Evidence, Information Crimes.
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