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Abstract— Decision of adopting cloud paradigm in an organization is influenced by several technical &
non-technical factors. Prior literature suggests that, uncertainty about initiating the cloud adoption
process, less prior knowledge to cloud domain, unavailability of a standard cloud adoption framework;
organizations are not able to complete the cloud adoption process. This research work intends to analyze
the factors that impact the cloud adoption process, and to propose an adoption framework based on the
identified factors. The factors impacting cloud adoption/migration are identified based on a detailed
literature review of previous researches. Further, TOE and DOI adoption models are used to implement

the cloud adoption framework.

Quantitative methodology is used as a tool to validate the proposed framework. A web based
questionnaire is used as a tool for collecting the data from various government organizations of KSA.
Validity and reliability of the observed determinants is computed using statistical methods. Further, to
validate the hypothesis t-test is performed. The result of this research highlights the most significant
determinants that affect the cloud adoption or migration. While comparing with previous studies, this

study is more focused towards technical challenges faced during cloud adoption.
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In addition, one important contribution of this research is to include the technical determinants such as
virtualization management, workload assessment, dependencies & integration, local data storage,
resilience, and network bandwidth as the major determinants of cloud adoption.

Keywords- Cloud adoption/migration, Technological readiness, CSP (cloud service provider), TOE-
DOI theory

. INTRODUCTION

Cloud is the latest trendy computing model among users and organizations. This computing model has
different offerings compare to other previous computing models. With the time, various requirements
such as computing resources, data storage, and computing power among organizations are increasing
exponentially. The offerings of cloud computing makes it possible to accommodate these changing
requirements with time [1]. The organization needs to select the service delivery and deployment model
offered in cloud computing paradigm, while adopting the cloud computing. Previous literature concludes
that the adoption of cloud computing has favorable impact on performance of business domain, IT
management, and lowering the operational cost for IT infrastructure [2, 3]. Thus, the offerings of cloud

computing model are captivating organizations towards cloud computing paradigm [4].

Despite of the cloud computing offerings, it can also be concluded from previous researches that
various technical and non-technical challenges are linked with cloud computing paradigm [2, 3, 5, 6]. The
migration of organization application, services, and data, into the cloud platform also leads to various risk
and challenges including security and privacy. The risk and challenges are the major hurdles during cloud
adoption or cloud migration among organizations. Security & privacy, data security & data lock-in,
interoperability, availability, reliability, network bandwidth, risk & change management, cloud costing,
and service level agreement (SLA) are some well known technical concerns associated with cloud
computing observed by previous researchers [3, 7-9]. Previous researches have also raised several other
concerns including; lesser knowledge of cloud domain, organization adaptiveness towards latest
technologies, and organization ability to handle the change management during cloud adoption or
migration process [10]. Besides these technical concerns, organizations are still migrating towards cloud

computing technologies.
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The intention of an organization for adopting the cloud computing model can be analyzed on the basis
of three different perspectives namely: technical, organizational, and environmental. Technical
perspective deals with technical challenges in cloud adoption such as cloud integration (how the existing
legacy system can be fitted into the cloud computing model), pricing model (how an organization estimate
pricing for the required resources), security & privacy (how an organization can be ensured about their
assets including organization confidential data), SLA (unavailability of a single standard service level
agreement for all CSP’s), and interoperability [11-13]. Several security concerns, vulnerabilities, and
threat coexist in the cloud computing paradigm, that are identified by researchers in the previous literature
[14]. Previous researches in cloud security suggest that, security concern is the major barrier in cloud
adoption among organizations. Data is the most important asset to any organization. The three key
components of data security namely: confidentiality, integrity, and availability must be maintained
beyond the geographical boundaries [3, 15]. This also proves to be a major barrier in cloud computing

adoption process.

Organizational perspective dealt with cloud adoption challenges at organizational level; including
organization adaptiveness towards new technology, assessment of existing business domain, organization
top management support, readiness of the organization human resource, prior knowledge of the cloud
domain, and organization culture & size [16]. Prior knowledge of cloud computing domain and
organization readiness towards the adoption of latest technology has significant impact on cloud adoption.
Organization top management support, decision making capabilities of management, and organization
size & culture are some other major contributor of cloud computing adoption [17, 18]. Environmental
prospect dealt with local and global challenges during cloud adoption such as; government regulations

and regulatory compliances [12].

Clearly, from the available literature it can be infer that besides all the services and offerings provided
by cloud computing; organizations are still passive towards cloud adoption. Research focusing cloud
computing and its worthiness for the organization is largely available over the Internet. However, it is
very important to assess how an organization can integrate cloud computing irrespective of their business
domain without any hassle. The research gap from the literature can be summarized as: how an
organization can find its best fit to adopt the cloud computing. This best fit includes does cloud computing
is suitable for organization business domain, assessment of organization preparedness, organizational

capability of cloud handling, and the selection of cloud vendor.
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In nutshell, previous researches are unable to propose a standard set of recommendation for the
organization that how and why cloud computing is beneficial to their business competitive environment,

and a standard cloud strategy for adoption and migration.

The major research problem identified from the literature analysis can be summarized as: organizations
have a passive nature towards the cloud adoption, because of unavailability of a standardized cloud
adoption framework, and unavailability of checklist of requirements that are necessary before cloud
adoption or migration. This research attempts to understand the behavioral intentions of an organization
towards the cloud adoption. Initially, this research identifies determinants that affect the cloud adoption;
and based on those determinants a cloud adoption framework is also proposed.

. LITERATURE REVIEW

The cloud computing paradigm is like an “old wine in new bottle”. However, several technical aspects
that are introduced in cloud computing paradigm are new, which makes it robust and dynamic in nature.
In earlier times, it can be found that individual research institutions, military organizations in developed
countries were using a similar computing paradigm which is equivalent to cloud computing [19].
According to a latest survey, it is anticipated that global market capitalization of the cloud computing will
be around $162 Billion by 2020 [20].

A. Cloud Computing

“Cloud computing is a pool of computing resources, that are available over Internet”. Cloud offers
self configuration and personalization of the cloud services and offerings as per the need of user or
organization [21]. Virtualization, multi-tenancy, service oriented architecture, and network capabilities are
the key technologies incorporated in cloud computing paradigm [5]. These technologies ensure the
availability of computing resources over Internet in anytime and anywhere manner. It means, computing
resources can be accessed remotely or locally using any hand-held device. In nutshell, cloud offers a
dynamic flexible IT infrastructure where service can be provisioned dynamically and accessed either

remotely or locally using Internet. This improves the efficiency of traditional computing paradigm.

In simple words “Cloud computing is pay per use model with dynamic On-demand service
provisioning of computing resources” [5]. NIST has defined key characteristics associated with cloud
domain which are: “on demand self service, broad network access, resource pooling, rapid elasticity, and

measured service” [21].
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Besides these some other key benefits of cloud technologies are: “multi-tenancy, scalability, dynamic

service provisioning, virtualization, elasticity, availability, pay as you go, and lower IT cost” [5, 21].

Cloud computing paradigm has also empowered the organization with several other offerings such as:
self provisioning of resources including hardware, computing capabilities, network, application, and
storage as per their requirement. Thus, organizations only need to pay for what they have used either
computing resources or services. Pay per use feature of cloud computing paradigm plays a key role during

cloud adoption among organizations.

Existing literature suggests cloud computing paradigm put forward many advantages to its end user.
Cloud computing paradigm helps organization to minimize their cost while building new IT
Infrastructure. It also supports the changing requirements of the organization with the time. However,
many research challenges and gaps are identified in the cloud computing model by the researchers in the

existing literature.

A dearth research has been conducted by the researchers to point out the major risk and factors that are
associated with cloud computing adoption. All the identified factors are classified into three main
categories which are: “technological, organizational, and environmental”. The three classified categories
are the part and partial of 1S adoption theories such as TOE and DOI. Factors covered under the
technological propsect of TOE adoption theory are: “technology relative advantage, complexity, and
compatibility; organizational context are: top management support, complexity, and compatibility, and
environmental context are: competitive pressure and trading partner pressure” [22]. In [23], a cloud
adoption framework is proposed by the authors to identify the risk associated with cloud computing
model. Data is collected from a service based organization for validating the proposed framework. The
result obtained from the research suggests that “resource availability, reliability, adaptability with
existing platform, policy compliance, and security” are the key barriers impacting cloud computing

adoption. However, recommendation based on the framework is not provided by the researchers.

In [24], authors have studied the key issues & challenges in cloud adoption in SME. However, the
study is focused only towards organizational context. The outcome of the study concludes that “firm size,
technology readiness, top management support, and relative advantage” are the key factors which
impacts cloud adoption the most. The study only provides a conceptual framework without any
validation. A more concentric research on barriers to cloud computing adoption focusing SME with risk

analysis is conducted by the researchers [25].
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The TOE adoption model is used as the standard model to propose the adoption framework. Research
concludes that “business concerns, IT capability, and perceived benefits” are the major indicators
impacting cloud computing adoption. However, business concern is the only major contributor that plays
a vital role while selecting the cloud deployment model [25]. Research hasn’t included cloud migration
technical challenges in their study. In [26], a cloud adoption framework based on TOE adoption theory is
proposed to examine the key determinants that impact the cloud computing adoption. Research concludes
that technology context (“relative advantage, complexity, and compatibility”’), environment context
(“compliance with regulation”), and organizational context (‘“management support, firm size, and partner
pressure”) are the most influential indicators while adopting cloud computing. However, the technical
concerns of cloud adoption process are not considered and missing in the research. Most of the
researchers have used TOE as the adoption model, for proposing the cloud adoption framework. Further,
the proposed framework is validated using data collected form specific organizations of the participating
country. The major drawback in most of the researches is that, researchers have adopted only TOE

framework for their study.

DOI (diffusion of innovation) is another adoption theory which is widely accepted in Information
System adoption studies. Several studies are also found in the literature that has adopted DOI as the
reference model for their research. In [27], authors have assessed the underlying factors that impacts
cloud adoption the most based on DOI adoption theory. The result suggests that “compatibility and
relative advantage” are the most crucial factors associated to cloud computing adoption. To validate the

proposed framework a semi-structured study is performed using qualitative analysis.

Further, several studies are also found in the literature that have included both TOE and DOI adoption
theories; to propose a cloud adoption framework. In [28], an integrated framework based on TOE & DOI
adoption theories is proposed by the authors.The result suggests that “firm size, technology readiness,
complexity, relative advantage, and management support” are the key factors having maximum effect on
cloud computing adoption. To validate the proposed framework, data was collected from the
manufacturing and service domains of Portugal. The major drawback of this research is that, it is a
domain specific study. Similarly in [29], authors also have studied the key challenges that impacts cloud
ERP adoption in KSA. This study also has included both TOE and DOI adoption theories in their

research.
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The result suggests that “management support, firm size, technology readiness, complexity,
competitive pressure, relative advantage, peer pressure, and compatibility” are the key factors that impact

cloud adoption the most.

Except these adoption theories, several other research models are also found in the literature which are
adopted for cloud adoption modeling such as; “TAM (Technology Acceptance Model) and UTAUT
(Unified theory of acceptance and use of technology)”. The major research gap concluded from the
systematic literature review suggests that, limited studies are available that have focused on core technical
concerns related to cloud computing paradigm.

B. Cloud adoption models

There are several well established information system adoption theories that are used predominantly
such as “TOE (Technical-Organizational-Environmental), DOl (Diffusion of Innovation), TAM
(Technology Acceptance Model), Institutional theories”, and many more. TOE & DOI are the two most

dominant theories which are widely accepted in IS adoption research.

TOE (Technology-Environment-Organization) theory was proposed by Fleischer & Tornatzky. This
theory identifies the influencing factors of adoption and implementation for technological innovation
using three different prospects which are: “technological, organizational, and environments” [22]. Each
context specifies a group of factors that impact the adoption of technological innovation. The technology
context refers to, how technology impacts the adoption decision. The main contributors of the
technology context are: “availability and characteristics. The organization context covers all the aspects
of organization structure and communication process that affect the decision making of technological
innovation. It focuses on several factors such as: “organization size, organization policies, market
competitiveness, and communication processes”. The final environmental context emphasizes on how
internal and external environmental factors related to organization affects the adoption of technological
innovation. The major contributors in this context are “opportunities and completion in the relative
domain, structure of the business, legal rules and government regulations .

DOI theory was proposed by Rogers, and supposed to be one of the oldest and widely applied adoption
theory in social sciences [30]. The DOI theory has four main components those are important in diffusion

are as “innovation, time, social system, and communication” [30].



Multi-Knowledge Electronic Comprehensive Journal For Education And Science Publications ( MECSJ)
ISSUE (26), November ( 2019 )

ISSN:2616-9185

WWW.Mmecsj.com

In addition, there exists several characteristics that have a positive influence in decision making of
technical innovation are: “compatibility, trialability, relative advantage, complexity, uncertainty, and
observability” [30].

C. Empirical analysis of previous studies examining factors affecting cloud adoption

Table I, summarizes all the factors identifies by the researchers in the existing literature during cloud
adoption. It also represents the summary of most widely used cloud adoption factors. Some most common
determinants which are used by the researchers in their study are: “availability, reliability, security,
privacy, trust, relative advantage, compatibility, complexity, top management support, organization size,
competitive pressure, firm size, and cost”. This analysis is helpful in constructing the variable and

framework, discussed in the next section.
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Table I An Empirical analysis of previous studies examining factors affecting cloud adoption

Research Adoption Research
Authors Key Determinants b Methodology &
Context Theory ;
Analysis
Survey based
questionnaire
(The data is
' collected from
“Relative advantage, 111, high tech
Competitive pressure, Trading Determining TOE and industry firms
[9] partner pressure , Top determinants of DO belongs
management support, Firm cloud paradigm toTaiwan)
size”
Factor
Analysis &
Regression
Analysis
“Relative Advantage, Analyzing Qualitative
Complexity, Compatibilit i7ati Method
plexity, P Y organizational
[16] | Top management support, factors in cloud Theoretical
Firm size, Technical re_gdmess, adoption TOE framework is
Environment, _Competltlve focusing SME’s proposed
pressure, Trading partner based on
pressure” interview
o e s Semi
“Availability, Reliability, structured
Security, Privacy, Trust, Cloud interview
Relatlve_?;j_vantage, i Adoption in TOE, DOI, & (Data collected
[12] Compatibility, Complexity, Saudi Institutional from Saudi
Top management support, Organization Organizations)
NS ; g theory 9
Organization size, Compliance )
with regulation, Competitive T-Test is used
pressure, Physical location” for_frar_nework
validation.
Survey
Cloud questionnaire
“Relative advantage, : TOE and (Data collected
Complexity, Technical computing Innovation from
[28] ! among service &

readiness, Top management
support, Firm size,”

manufacturing
sector

characteristics
of DOI theory

manufacturing
and service
sectors firms
of Portugal)

10
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e PLS (partial
least squares)
& SEM
“Relative advantage, e Survey

Compatibility, Complexity,
Organizational readiness, Top
management commitment,

questionnaire

(Data collected

S . Cloud from 433
Training & education, computing organizations
1 iti » h TAM & TOE
[13] Competitive pressure adoption among &TO adopted cloud
organizations computing)
Mediating variables: “ e EFA&CFA
Perceived usefulness,
Perceived ease of use”
Adoption of
“Relative advantage, co?nlotljtcijn DOI & IT e Survey
[31] Compatibility IT personnel f MpUting personnel questionnaire
knowledge” ocusing private characteristics
nowlece sector of e SEM&PLS
Malaysia
e Survey
questionnaire
(Data collected
from 302
“Relation capability, Impact on IT based organizations)
[32] Managerial capability, cloud computing capabilities, e Cronbach’s
Technical Capab"'ty, process Resource theory Alpha
Performance” reliability test
& SEM
e Survey
questionnaire
“Soft financial analysis, ;Data collected
Relative advantage, Hard Cloud hrorEh
financial analysis, Attitude adoption in the TOE, IS cafthcare
. - organizations
[33] toward change, Business Healthcare triangle, and £ Saudi
ecosystem partner pressure, organizations of HOT-Fit of Saud)
Compatibility, Top KSA o Reliability &

management support”

Factor analysis

(FA)

11
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Survey
questionnaire
(Data collected

“Perceived usefulness Hybrid from experts
. ’ Cloud Model(Extended of cloud
[17] Trust, Job opportunity, self adoption TAM model technol
efficacy, Perceived ease of P . echnology)
, motivators with External
use constructs) ¢ I\I}g trF:II&
Network (NN)
e Survey
questionnaire
(Data collected
from lecturers
“Relative advantage, and 1S experts
Awareness, Cost, Security, Cloud of Saharan
[8] Compatibility, Complexity, adoption in TAM & DOI African
Usefulness, Ease of use, Risk, education universities)
Data security”
e (Cronbach’s
Alpha
reliability test
& PLS
e Survey
questionnaire
(Data collected
Cloud Extensive from service
[34] “IT Resources” Adoption in Literature sector of
SME Review Malaysia)
e PLS
e Survey based
questionnaire
“Security & Privacy, (Data colle_cted
Organizational risk, Sharing from 110 firms
and Collaboration, Cloud Literature belonging to
[35] Confidentiality & Integrity, Adoption in review Indian SME)
Top management support, Indian SME e Analytics
Relative advantage, hierarchy
Complexity” process
approach,
EFA, CFA

12
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e Survey
questionnaire
(Data was
collected from
“SEM result based factors: various 660
Perceived IT security risk, Risk professional
analysis, Technology cloudand IT
innovation, Management style, experts of
Trust” TOE and !ngllar: P)rlvate
i industr
[36] cloud'ac\:((j)cr)r?r?unt?ng ANN based ’
. Factors e Two staged
ANN result based factors: hybrid SEM
“Perceived IT security risk, model is used
Management style, Trust” e SEM&
Acrtificial
Neural
Network(ANN
)
e Survey
“Quality of service, questionnaire
security, privacy, trust, relative Cloud (Data collected
advantage, compatibility, trial- computing Integrated from 300 IT
[18] ability, top management adoption in model based on professionals
support, technology readiness, private literature review of Saudi
physical location, Compliance organizations Arabia)
with regulation, & culture”
e SEM

13
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. FRAMEWORK DEVELOPMENT & HYPOTHESIS

This research has adopted an integrated TOE-DOI model approach for proposing the cloud adoption
framework. TOE, is supposed to be one of the most widely accepted adoption theory applied to
Information System adoption research. In [22], authors have studied and proposed several factors which
are associated to adoption of technological innovation. The study is categorized into three different
prospects namely: “technological context, organizational context, and environmental context”. Similarly,
DOI (Diffusion of Innovation) is another widely accepted adoption theory applied to the field of
information system adoption.

This proposed cloud adoption framework is modeled by integrating TOE and DOI adoption theories.
The proposed framework comprises of four different contexts as depicted in Fig. 1. These four different
contexts presented the adoption framework are: Technology Readiness, Organization Readiness, Business
Readiness, and
Environmental Readiness. Further, Technology Readiness is categorized into three subcategories which
are: Infrastructure, Data, and Security. In the proposed framework, a total 33 determinants are included,

and categorized into four different contexts.

These 33 independent determinants are as: “virtualization management, workload assessment,
compatibility, interoperability & portability, dependencies & integration, network bandwidth,
performance, resilience, complexity, local data storage, availability, data backup & recovery, data security
& integrity, security architecture, security controls, privacy, trust, organization size, organizational
adaptiveness, top management support, prior skills & knowledge, human resource & training, risk and
change management, organizational strategies, organizational culture, business domain, relative
advantage, business impact, cost estimation & pricing, peer partner pressure, regulatory compliance, SLA,
and government support”. These identified factors supposed to be have maximum impact on cloud
adoption among organizations. Thus, it can be hypothesized that all these 33 independent variables have a

positive impact on cloud computing adoption.

14
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ORGANIZATIONAL READINESS BUSINESS READINESS ENVIRONMENTAL
READINESS
INFRASTRUCTURE DATA SECURITY ORGANIZATIONAL BUSINESS
Virtualization Management - . ; .
Workload Assesrient Availability Security Architecture Organizational Size Business Domain
Compatabilty Loca Data Storage Security Controls Organizational Adaptiveness Relative Advantage
Interoperability & Portability Data Backup & Recovery Privacy T;r?owguﬁl?se;n ;:Eiﬁf;;en c StB:i,ness Im;a;:tl ) Regulatory Compliance
Dependencies & Integration | Data Security & Integrity Trugt o ost Estimation S Fricing SLA
p .g Human Resource & Training Peer Partner Pressure
Network Bandwidth Risk & Change Management Government Support
Performance Organizational Strategies
CRes'“le”_C; Organizational Culture
ormplexi

Figure I: Cloud adoption framework
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Iv. RESEARCHMETHODOLOGY

Quantitative methodology approach is used in the research to achieve the research objectives. To
validate the proposed adoption framework and identified determinants, the data is collected from the
targeted population of several organization of Saudi Arabia. A web based questionnaire was prepared for
the research based on the framework. Further, the questionnaire is evaluated by a panel of cloud experts.
Further, the web based questionnaire was distributed among the various members of Saudi organization to
collect their response.

A standard questionnaire guideline available in previous researches is used for the questionnaire design
process. The questionnaire is categorized into two main question categories that are: multiple choice and
likert scale based questions like the previous researches. The questionnaire is prepared based on the
preliminary literature studies that focus on cloud adoption. The main objective of this research is to
identify the core technological factors that impacts cloud computing adoption the most. A total 33 factors
are identified and used in the proposed framework. 72 likert based scale questions are designed for these
identified factors. Except these likert scale based questions, few other questions were also designed to
explore the cloud computing adoption factors, readiness assessment, and general cloud computing

summary. The questionnaire is distributed via email and complied using Google forms.

A. Research Data Analysis

A total 50 decision makers were selected as targeted population. The questionnaire was distributed via
email to selected participants. The collected data was imported to MS-Excel. Out of 50 participants; 36
responses was received, and 8 responses was found invalid because of incomplete responses and hence
discarded. Further IBM SPSS tool is used for basic analysis, reliability & validity test, and t-test to

validate the construct and framework.

1) Sample Demographics
Table Il represents the participant’s job role within the organization. The majority of the participants
are team member (25%), technical lead (21.43%), manager (17.9%), project manager (10.71%), and chief
technical officer (10.71%). Rest participants of the sample are CEO, managing director and vice president
of the organization. As a whole, the majority of the role of the participants is of decision makers which

include (CEO, VP, CTO, MD, manager, project manager, and tech lead).

16
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Role in the Freque Percent
Organization ncy age
Managing Director 1 3.57%
CEO 1 3.57%
VP 2 7.14%
Chief Technical Officer 3 10.71%
Manager 5 17.86%
Project Manager 3 10.71%
Technical Lead 6 21.43%
Team Member 7 25.00%
Others 0 0.00%

WWW.Mmecsj.com

Similarly, table Il represents the participants based on the organization sectors. The majority of the
participants are related to Healthcare (21.43%), Military & Defense (17.86%), IT (18%), and Education
(14.29%).

Table 111 Participants based on Organization type

o Frequenc Percent
Organization
y age
Healthcare 6 21.43%
Banking & Finance 3 10.71%
Retail &

) 2 7.14%

Manufacturing

17
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Education 4 14.29%
Military & Defense 5 17.86%

Construction & Real
1 3.57%

State
Telecommunication 1 3.57%
IT 5 17.86%
Hospitality &

P Y 1 3.57%

Transportation

V. EMPIRICAL RESEARCH FINDINGS

This section represents the results of participants’ perception towards cloud computing technology.
The questionnaire set comprises the questions related to cloud computing foundation, cloud computing
enablers, and challenges that impact the cloud adoption among organizations. Descriptive analysis and
validity measures which include reliability and validity analysis are performed using IBM SPSS tool for
reliability of proposed factors. Finally, t-test is executed in IBM SPSS to measure the validity of

proposed hypothesis of the framework.

A. Major drivers impacting cloud computing

The results of systematic literature review and preliminary analysis have identified 6 major drivers that
influence the decision of an organization to adopt cloud computing. These identified factors provide
major benefits of the cloud computing to the organization. Table IV shows the response of the
participants corresponds to major cloud adoption drivers among organization in Saudi Arabia. Result
shows cost reduction (78.57%) and on demand service (71.43%) are the major drivers for cloud
computing adoption. Several other studies also confirm that cost reduction, pay as you go, and on
demand service are the key drivers of cloud adoption among organization. Thus the finding of this

survey is also found consistent with the existing literature [2, 37, 38].
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Table IV Cloud computing enablers

Cloud Computing Frequen Percenta
Enabler cy ge

On Demand Service 20 71.43%

Reliability & Mobility 10 35.71%

Pay as you Go Model 15 53.57%

Scalability & Flexibility 11 39.29%

Cost Reduction 22 78.57%

IT Efficiency & Agility 9 32.14%

B. Factors affecting cloud computing adoption

The first objective of the research is to identify the technology factors that impact the cloud computing
adoption the most. The outcome of the literature review analysis was the factors that impact cloud
adoption. These identified factors are analyzed using the likert based questionnaire. The result of the
analysis is summarized in table V. Relative Importance Index (RII) is used to rank the identified factors
impacting cloud adoption. Factors having RII value greater than .70 is only considered for the research.
The findings suggest that security issues, interoperability, and network bandwidth are the top three factors
that hinder cloud adoption the most. This outcome is also consistent with previous research [3, 6, 39].
Result also suggests that workload assessment and virtualization management are also having significant
impact on cloud adoption. These factors are added in the research in technology domain and prove to be

significant for the research.

C. Validation of the measures

Validity and reliability are the most important elements of the data quality. It is very necessary to
assess the internal consistency of each individual determinant of the framework to analyze whether
questionnaire items of the corresponding factor is measuring the same factor or not. Well established
theories and guidelines are used to assess the validity and reliability of identified factors.

1) Reliability of the measures

Reliability is used to test the internal consistency of the questionnaire set belonging to various factors.

19
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Cronbach’s alpha (o) coefficient is the most widely used statistical analysis in the quantitative research
to measure the internal consistency and recommended [40]. In [41], author had proposed four different
cut-off points for reliability measurement which are:

e 0.90 and above - excellent

e 0.70t00.89 - high

e 0.50 to 0.69 — moderate

e Below 0.50 — very low

Thus this research has also adopted croanbach’s alpha to measure the reliability of identified factors.
Based on the established guidelines (a)>0.70 is used as the standard cut off value for identified factors.
The value of croanbach’s alpha for all proposed 33 factors is summarized in table VII. Most of the
factors were found to be reliable and used for the further analysis. However, there are 8 factors having

() <0.70 so these items are deleted from the framework.

2) Validity of the measures

“Validity is the extent to which an instrument or variable what it is intended to measure”. Validity can
be further categorized into two categories which are: construct validity and content reliability.
“Composite reliability (CR) is used to establish the reliability, whereas average variance extracted
(AVE) is used to establish the convergent validity”. The IS adoption research guidelines proposes a
composite reliability (CR) having value greater than 0.7 (CR>0.7) and average variance extracted value
greater than 0.5 (AVE>0.5) is acceptable [13, 18]. However, there are 6 factors which don’t follow the

cutoff levels of CR and AVE, thus these items can be excluded from the framework.

3) Hypothesis testing of the framework

One sample t-test is used to test the proposed hypothesis, and to analyze the significance of identified
factors of the proposed framework. A P-value<.005will have statistically significant impact on cloud
adoption. Table VI summarizes the t-test results for the independent factors/determinants of the

framework.
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Factors Very Unlikely | Unlikely | Neutral | Likely | Very Likely | RIl | Rank
Availability of Services & Data 3.57% 7.14% | 10.71% | 57.14% 21.43% 0772 9
Virtualization Management 3.57% 7.14% | 17.86% | 25.00% 46.43% 0808 | 5
Interoperability 3.57% 357% | 7.14% | 39.29% 46.43% 0.843| 2
Compatibility 3.57% 14.29% | 7.14% | 32.14% 42.86% 0.793| 6
Security Issues 0.00% 3.57% | 0.00% |35.71% 60.71% 0.908 1
Privacy 3.57% 7.14% | 7.14% |57.14% 25.00% 0.786 | 7
Dependencies & Integration 10.71% 7.14% | 14.29% | 25.00% 42.86% 0.765| 10
Network Bandwidth 3.57% 10.71% | 3.57% | 28.57% 53.57% 0836 | 3
Performance 3.57% 3.57% | 17.86% | 60.71% 14.29% 0.758 | 11
Workload Assessment 3.57% 7.14% | 10.71% | 32.14% 46.43% 0822 4
Cost Estimation & Pricing 3.57% 10.71% | 21.43% | 42.86% 21.43% 0.736 | 12
SLA 7.14% 7.14% | 17.86% | 25.00% 42.86% 0779 | 8
Lack of Prior Skills & Knowledge 21.43% 17.86% | 10.71% | 28.57% 21.43% 0.622 | 13
Table VI Hypothesis Testing
p_
Factors Result
value
S 0.00 Significant
Virtualization Management 0
0.00 Significant
Workload Assessment
Technology 0
Readiness 0.18 Not-
Compatibility o
Significant
- - 0.00 Significant
Interoperability & Portability .
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] ) 0.00 Significant
Dependencies & Integration 0
. 0.00 Significant
Network Bandwidth .
0.00 Significant
Performance
3
N 0.00 Significant
Resilience
1
o 0.00 Significant
Availability
0
0.00 Significant
Local data storage )
0.00 Significant
Data backup & recovery 0
] ) ) 0.00 Significant
Data security & integrity .
] ) 0.00 Significant
Security Architecture )
) 0.00 Significant
Privacy
1
0.00 Significant
Trust
0
o ) 0.00 Significant
Organization adaptiveness
Organizatio 3
nal Readiness 0.00 |  Significant
Top management support 0
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) ) 0.00 Significant
Prior skills & Knowledge

Risk analysis & change 0.00 Significant

management 0

0.28 Not-

Organization strategies o
7 Significant

. ) 0.00 Significant
Business Domain

2
) 0.00 Significant
Relative advantage
Business 0
Readiness o o 0.00 Significant
Cost estimation & pricing 0
0.15 Not-
Peer partner pressure R
6 Significant
0.00 Significant
SLA
Environme 4
ntal Readiness _ 0.00 Significant
Regulatory compliance 3

VI. DISCUSSION

The proposed framework and construct are validated using statistical methods. Framework consists of
33 independent determinants of cloud adoption. During the reliability test of the determinants 7 factors
are found below the cutoff range. Thus, 26 variables are found reliable and valid for the framework.

To test the hypothesis one-sample t-test is performed using IBM SPSS tool. The proposed hypothesis
can be summarized as all the proposed independent variables have a positive impact on cloud computing
adoption. The proposed framework comprises of four different contexts namely Technology readiness,
Organizational readiness, Business readiness, and Environmental readiness.

In the technology readiness context the 17 factors were tested. The result suggests that compatibility

doesn’t have a positive impact on cloud computing adoption. Several other determinants including
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complexity and security controls were not found reliable and valid for the framework. Thus, these factors
were removed for hypothesis testing. Determinants such as privacy, trust, network bandwidth,
interoperability, portability, and availability having significant impact on cloud computing adoption.
Findings of this research also found consistent with previous research [12, 16, 26, 28, 38]. This research
has put a significant emphasis on technology readiness context. Thus, the research has identified several
new determinants: virtualization management, workload assessment, local data storage, resilience, and
dependencies & integration which have significant impact on technology readiness so as on cloud
adoption. Though no previous research is found in the literature in which the detail study on technology
readiness context is performed. Thus, result concludes that for successful adoption to cloud computing a
detailed analysis on technology readiness needs to be performed keeping these determinants in mind. A
technology readiness assessment must be performed with these determinants to check the readiness of the

organization for cloud adoption or migration.

In the organizational readiness context organization culture, human resource & training, and
organization size were not found valid and reliable for the study. Thus these determinants were excluded
in the hypothesis testing. The result of the hypothesis testing suggests that organizational strategies don’t

have a significant impact on cloud adoption.

However determinants such as top management support, prior skill & knowledge, organizational
adaptiveness, and top management support have positive impact on cloud computing adoption. Findings
of this research are also found consistent with the previous research findings found in the literature [2, 17,
31, 33].

In the business readiness context business impact determinant is not found valid and reliable for the
framework. The result of hypothesis testing suggests that determinant peer partner pressure does not
impact the cloud computing adoption. However this findings of the research is found inconsistent with
some previous researches which suggest that peer partner pressure has significant impact on cloud
computing adoption [9, 16]. As expected cost estimation and pricing are found one of the important
determinants of cloud adoption. Thus, a detailed cloud cost estimation analysis needs to be performed

before cloud adoption & migration.
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In the environmental context government support is found not reliable for the framework. However,
the results suggest that both the determinant SLA and regulatory compliance are found significant and
have positive impact on cloud computing adoption. The outcome of the research is found consistent with
previous studies [34]. However, with the determinant regulatory compliance there exist different opinions
in different researches.

In nut shell, out of 26 proposed hypotheses, only 3 hypotheses are found insignificant. Based on the
empirical analysis the research is capable of identifying the key enablers and determinants that impact the
cloud computing adoption the most. The proposed framework can play a significant role for any
organization who wants to adopt or migrate to the cloud computing platform.

VII. CONCLUSION & FUTURE WORK

The primary objective of this research is to identify the key determinants that impact the cloud
computing adoption. Further research wants to propose a cloud adoption framework that has ease of use
to the organization. The research analyzes previous literature in more significant manner with various
constraints of TOE and DOI framework to identify the technical and non-technical factors that impacts

the cloud computing adoption.

The identified determinants are classified into four categories as technical, organizational, business,
and environmental readiness context. In compare to previous researches, in this research technical context

is studied in more detail and several new factors are identified and added in the framework.

Virtualization management, workload assessment, dependencies & integration, compatibility,
resilience, network bandwidth, local data storage, security architecture, security controls, and availability
are analyzed in more detail and adopted as most pre-dominant factors in cloud migration. Further, based
on these key determinants a cloud strategy framework is proposed for the organizations. This proposed
framework can act as a guideline for any organization either to create the checklist, or to identify the key
challenges that impact cloud adoption the most. The framework also provides better understanding of

technological factors that needs to be assessed before migrating to cloud platform.

However, the study has certain limitations too. Because of limited timeframe and resources the
research is conducted with comparatively smaller population and in specific country. The research can be

extended with larger population sample across the geopolitical boundaries. Further, a cloud readiness
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assessment needs to be performed within several organizations as a case study, to find out the impact of
proposed framework. These are some proposed future direction of this research.

Table VII Reliability of the factors

Factors No. of Items | Item for deletion | Croanbach’s Alpha
Virtualization Management 4 None 0.83
Workload Assessment 3 None 0.86
Compatibility 3 None 0.80
Interoperability & Portability 2 None 0.89
Dependencies & Integration 2 None 0.71
Network Bandwidth 2 None 0.86
Performance 3 None 0.73
Resilience 2 None 0.72
Complexity 2 None 0.56
Availability 2 None 0.72
Local data storage 2 None 0.78
Data backup & recovery 2 None 0.75
Data Security & Integrity 3 None 0.87
Security Architecture 3 None 0.77
Security Controls 2 None 0.70
Privacy 2 None 0.83
Trust 2 None 0.78
Organization size 2 None 0.66
Organization adaptiveness 3 None 0.75
Top management support 2 None 0.80
Prior skills & Knowledge 3 None 0.73
Human resource & training 2 None 0.62
Risk analysis & change management | 1 None 0.73
Organization strategies 2 None 0.74
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Organization culture 3 None 0.42
Business Domain 2 None 0.78
Relative advantage 2 None 0.81
Business Impact 2 None 0.68
Cost estimation & pricing 3 None 0.81
Peer partner pressure 2 None 0.78
SLA 3 None 0.83
Regulatory compliance 2 None 0.71
Government support 2 None 0.60
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