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Abstract
Patients can store their health data in their electronic files and grant permission to physicians around the world to
view the data and possibly amend it if needed. This increases data integrity risks, which can be compromised or
exploited for various purposes. The researchers are keen to find methodologies by which data can be safely
transferred and stored.
This research proposal will use blockchain technology to protect patient-sensitive electronic health records
(EHR) without exposing their data to the risk of being violated or adding unwanted details. The patient will
register on Blockchain for creating their electronic health record and share their medical report with the doctor to
diagnose the health condition. The patient will check the medical report and either accept it as a new block in
their electronic health record in the Blockchain or reject it. The patient's identity will be hidden in the Blockchain
(as is the case with Bitcoin users). The prototype model will be implemented using the MATLAB tool.
Keywords: Electronic Health Record (EHR), Blockchain Technology, Identity Hiding, Integrity and
Confidentiality, Medical Authorities

1

1. Introduction
Modern technology has become an essential tool for doctors as it is used to follow up patients infected with a
pandemic disease like Coronavirus, which is spreading rapidly around the world during the year 2020 (Singh,
2020). Electronic health care has become an essential requirement for the overall growth of urban countries. This
led to the transition from the traditional approach that relies on long-established documents to a modern style
based on electronic storage. Storing health data has become faster with less effort and cost, which is a significant
development. Electronic Health Records (EHRs) technology is helping many doctors through continuous
communication and health follow-up of patient cases such as blood pressure, heart rate, and diabetics. Also, the
patient can store his health data in particular files and permit various stakeholders such as doctors and agencies
located worldwide to see the data and some time to edit if needed. However, this means medical data is exposed
to the Internet, which opens the desire of cybercriminals to exploit that. There is a need to find a secure method
to protect the electronic health records (EHRs), which are hacked and breached by cybercriminals, despite the
presence of multiple methods available that prove security limitations. There are several ways to hack patients'
electronic records, such as a health facility's web penetration or an SQL compromise database at a data storage
center or the host's site. For example, there is a test on different methods of protecting patient data, and the most
common penetrating method is related to accessing patients' accounts on a system called Egton Medical
Information Systems (EMIS) EHR (MacKenna, 2020). Another article confirms (Verizon, 2019) officially, over
2000 data records were hacked during 2019.
On the other hand, the health-related staff is not well trained about the sensitivity of health data and does not
have knowledge about cybersecurity and the risk of penetration (Kamerer, 2020). All these emphasize the need
to use a powerful method to protect critical EHRs. Blockchain technology in health care has achieved great
success (Sharma, 2020) in different ways. The feature of decentralized administration is the essential thing that
will give Blockchain the power to revolutionize healthcare. The approach of decentralized administration makes
every patient control information and exchange it when needed. The health care sector also deals with fast and
easy access to confidential information. Therefore, Blockchain technology can assure the secure transmission and
sharing of that information completely safe. The Blockchain also ensures the privacy of information and the
confidentiality of access regardless of the limitation of numbers of users. The conceptual model of the use of
Blockchain will be demonstrated with multiple scenarios to secure and protect the EHRs. We will test the
proposed model using a scientific tool like MATLAB. The model consists of the following steps to ensure proper
security and secrecy:
1. The patient registers and creates an account on Blockchain for his/her electronic health record.
2. He sends the request to diagnose his health condition to the doctor.
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3. Then the doctor records his medical report and sends it to the patient in a simple way to understand it.
4. The patient will check the medical report and either accept or reject it.
5. If the patient accepts the medical report, the report will be added as a new block in his/her electronic health
record in the Blockchain.
6. The patient's identity is hidden in the Blockchain (as is the case with Bitcoin users). The patient's data appears
without the visibility of his/her identity, and it is a helpful feature from a security point of view, and only
relevant authorities can access that medical record.
Sometimes, the doctor hides the type of disease from the patient as (Wang, 2019) believe that the patient does
not need to view his electronic health record in consideration of his psychological conditions. For example, if a
person is diagnosed with cancer, the patient's family is notified. In fact, it is contrary to medical diagnoses that
say, as stated by the author (Simonton, 1992), knowing the patient's type of illness with its details helps the patient
participate in the speed of his body's response to treatment and healing. The research also suggests the necessity
of relying on health centers and hospitals by establishing nodes within each large health facility instead of relying
on external parties such as Oracle or Ethereum. The researchers noted that there are downsides to relying on these
external parties, including:
1- Relying on the central Oracle as an intermediary to access the decentralized Blockchain eliminates the
advantage of smart contracts and makes them like regular contracts, which increases security risks. Researchers
(Caldarelli et al., 2021) have indicated decentralization risks if intermediaries such as Oracle are involved.
2. The supply remains under the control of Oracle, which brings us back to the principle of centralization that is
incompatible with the principle of Blockchain, even if Oracle controls multiple nodes.
3- Oracle only relies on Ethereum for smart contracts that also rely on gas for storage (Wackerow, 2021);
Ethereum-related issues such as gas price hikes may affect Oracle. We can follow the prices for the last month
through (Ethgasstation, 2021), which shows us the high cost of each operation.
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2. Brief Review of (EHR) Using Blockchain Method
Blockchain technology helps eHealth systems to provide patients and medical institutions an effective and
flexible option to manage their EHRs. IBM cooperated with the Blockchain Institute for Research and proposed
establishing more privileges in the use of blockchain technology by laying the foundations for patient monitoring.
It also suggested that the patient be allowed to share his data with a third party for personal or humanitarian goals
of research centers, and no one has been accomplished (Wiljer, 2019). In the article (Vora J. I.-1., 2018), they
believe that providing high privacy to patient data has become complex with the development of health care and
its association with technology. These proposals from IBM and the Blockchain Research Institute urge the
researchers to find more accurate solutions. Recently, several authors have proposed using blockchain technology
approaches to treat the problems that face the safety and security of electronic health records (Shamshad, 2020)
(Adlam, 2020) (Shi, 2020). (Liang, 2017) proposed a technique for data sharing and collaboration in mobile health
applications. He described a method in a mobile application that is conveyed to gather health information from
individual wearable devices, manual input information, therapeutic devices, and information synchronization to
the cloud to impart information to social insurance suppliers and health care coverage organizations. The system
of that application contents of six entities. The first entity is the patient, the owner of personal health information,

Figure 1: The model system design (Liang et al., 2017)

and is liable for allowing, denying, and renouncing information access from other companies. Second is the
wearable devices, which transform original health information into readable information and then synchronize it
to their online account. The third entity is healthcare providers such as doctors who have been pointed indeed by
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the user to perform the medical tests. The fourth one is the insurance company. The fifth is the cloud database for
storing data, and the last entity is the blockchain network (Figure 1).
This article is a good initiative by securing the patient data have a secure record and secure processing. However,
the model has a limitation of recording data that each request or update from the healthcare insurance suppliers
or the medical coverage organizations is recorded and moored to the blockchain network, which makes the action
on the patient's data crucial and sensitive.

The article (Chen et al., 2019) suggested using blockchain technology to search and share electronic health
records. The author recommended that while most of the patients' information is rarely changed, it is better to use
Blockchain to activate this feature safely. Moreover, the author thought that while the patient information is
researchable from any hospital or dental center that the patient wants to share, it is better to use this technology
with a high confidence level. Finally, the paper suggested actualizing a proof-of-concept study in future research
to evaluate its performance in a real-world environment. The author discussed security issues in cloud computing
for the electronic health record (EHR). This article is a good initiative by contributing the client's figuring ability
to include a new block to the Blockchain, and he earns a reward from the final work when he shares his data with
one of the beneficiaries, which is a motivating idea for data holders. The authors proposed storing the entire health
records in a centralized public cloud server. The model also has a limitation of testing on a single computer with
an Intel Core i5 and 2.5 GHz processor with a memory of 8 GB, coding typed in Python 2.7 and MongoDB.
Moreover, there is no available EHR database; they used the Nursery database from the University of California
(Chen, 2019).
The article (Cao, 2019) clarified how eHealth systems are secure from tampering EHRs via Blockchain using
TP-EHR. The TP-EHR is mainly constructed on the security of the Ethereum blockchain. Moreover, even if the
doctor does not have ethics, the EHR is secure and impossible to edit, especially when using TP-EHR. The authors
recommend activating this technique to achieve the features. One of these advantages is accessing their specific
doctor and making appointments with him. Also, TP-EHR performance can be evaluated in terms of connection
and general expenses. When writing this article, the transaction in Ethereum costs approximately 8 US cents,
which is an affordable cost. This paper proposed utilizing TP-EHRs to secure data on cloud computing depending
on the security of Ethereum. The author made proof of TP-EHRs through the adversary model. I think this paper
is so far good in practice. On the other hand, the author believes that the security test has proved TP-EHR secure
instead of different attacks happening in the current cloud-support of eHealth program, but what if the doctor's
computer was hacked, what should be the solution?
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The proposed technique (Tanwar, 2020) has suggested an EHRS application based on blockchain technology
to address the limitations of the healthcare scheme. The paper suggests a control policy algorithm for increasing
data accessibility between healthcare institutes, helping to simulate the environments to execute the electronic
healthcare record (EHR) distribution scheme that utilizes the idea of a chain code. The article proposed an
excellent algorithm for protecting patient data from being compromised or modified. However, the authors argue
that the scheme of the (EHR) distribution should be decentralized in controlling and relying on establishing a
blockchain network in more than one location. This limit reduces the spread and expansion of this technology,
and this scheme becomes more expensive than other alternative methods.
The article (Tripathi, 2019) put forward the S2HS-A (Secured and Smart Healthcare System) approach for an
intelligent healthcare system based on Blockchain. The article examines the technological, social, and cultural
barriers to accepting blockchain technology by analyzing and evaluating developers and experts in the field while
visualizing the end user's needs. It is proposed to design a framework for the intelligent healthcare systems (SHS)
approach by utilizing various sensor types with different functions and techniques used to provide the required
security and system integrity. Moreover, the system S2HS has overcome the issues faced by SHS. That system
has five prime entities (IoT-based Wearable Devices, Electronic Health Records/Clinical Data,
Encryption/Decryption and Standardization, Blockchain Mechanism, and End Users) as shown in figure 2. The
dimensions of future research and the possibility of using blockchain technology in health fields were also
discussed. This paper added a reasonable proposal on the SHS suggestion with the Consensus Protocol Technique,
which makes human error rare, unlike traditional databases. The reason is that data entry in the Blockchain is
unanimous. However, there are limitations, such as not applying the model to actual samples to measure its
success rate. Implementing this approach also requires internationally recognized standards to be adopted easily.
Health care organizations and patients should accept the use of the suggested sensors.
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Figure 2: The system S2HS entities (Tripathi et al., 2019)

The article (Nguyen, 2019) suggested that there should be an approach using new tools with Blockchain. This

approach has EHR Manager connected with the user's mobile, admin, smart contracts, decentralized storage, and
data block structure, as shown in figure 3. Having a central EHRs Manager was not a good approach, especially

Figure 3: The proposed data flow of smartphone with the blockchain
system (Nguyen, 2019)

since this manager was responsible for encrypting and decrypting patient data. It thus becomes a target for hackers
and malicious people.
The article (Sharaf, 2019) suggested the government framework for the health records system based on the
multi-authority encryption policy and sharing the encryption keys for electronic health records with confidence
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to a central trusted health authority (THA). However, this proposal relies on creating a party with governmental
authority and operates as a central data store, but if that authority is compromised, then all the encryption and
decryption keys for the EHR stored in it will be hacked.
(Y. Zhuang, 2020) suggest using smart contracts (Ethereum) in the communication processes between patients,
doctors, and health facilities. Still, on the other hand, he suggests creating a node using a mobile phone or an
ordinary computer, and this contradicts the specifications of the approved node devices on the Ethereum website
(ethereum.org, 2021). The authors further suggested creating an external database in every clinic to store all the
patient's data that was added locally, which violates the principle of the Blockchain, which is not to keep the data
in a specific place. Maybe his suggestion was to ease the slow data transmission and connection to the Blockchain.
We suggest storing data on the Blockchain for two main reasons to solve this problem. First, to protect patient
data from the possibility of penetration of local databases, all data and reports are registered with a traditional
technique. Second, the time is taken, which occurs due to waiting for the receiver to obtain approval from all
nodes that their data is accurate and correct. Therefore, to avoid a waste of waiting time, this research suggests a
process to verify the validity of the new block data through the connected nodes with a percentage of 100% if the
number of nodes does not exceed 500 nodes.
Still, suppose it increases to be more than that. In that case, the data validity is verified through the random
selection process. This number does not exceed the total number of nodes worldwide, which this research
proposes to treat.
(Madine, 2020) suggests relying on Oracle to manage health records using smart contracts powered by
blockchain technology (Fig4).

Figure 4: Main Components of the System

Oracle is considered a reputable company, but the proposal to rely on a centralized Oracle as an intermediary to
access the decentralized Blockchain as (Fig5) eliminates the advantage of smart contracts on the one hand and
makes them like regular contracts, which increases security risks. The researchers (Caldarelli, 2021) indicated
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Figure 5: Critical Explanation Model of the (Madine, 2020) main
components system

decentralization risks if intermediaries such as Oracle are involved, especially in retrieving external data. On the
other hand, the supply remains under the control of Oracle, which brings us back to the principle of centralization
that contradicts the focus of the Blockchain, even if Oracle controls multiple nodes. Moreover, Oracle only relies
on Ethereum for smart contracts and gas for storage (Wackerow, 2021), and issues with Ethereum may affect
Oracle.
The article (Zhang, 2018) suggested that doctors have the confidence to access electronic records with patients.
The authors focused on the effectiveness of not replicating the data stored on electronic medical records (EMR),
but they proposed leaving control in the doctor's hands, as shown in Figure 6. The request starts from the patient;
he makes an appointment at the hospital. Then the patient authorizes the doctor who has complete control of
recording and sharing the patient's data if he likes. This technique puts the patient's electronic records in constant
threat when the doctors are not trusted, and they behave maliciously and leak the patient's electronic records.

Figure 6: The system model proposed (Zhang et al., 2018)
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Table 1 summarizes the critical techniques concerning centralization, third parties, and the patient's permission
of his/her record independently.
Centralized
/Using
Ref.

Approach

Third
Party

Liang et al.,

Chen et al.,

Using medical coverage
organizations as a third party
Using a public cloud server as
additional centralized storage

Tanwar et

Setting up and distributing

al.,

servers as nodes

Tripathi et

Using IoT based Wearable

al.,

Devices on the patient

Nguyen et
al.,

Yes

Patient
Needs

Implementat

Authority to

ion

Year

their EHR

Yes

-

2017

Python 2.7
Yes

Yes

and

2019

MongoDB
Yes

No

The python 3

2020

Yes

Yes

-

2019

Yes

Yes

Java

2019

Yes

Yes

-

2019

Using a manager of electronic
health records to encrypt and
decrypt patient data

Sharaf &

Operating a governmental

Shilbayeh

authority as a central datastore

C language
Zhang et al.,

Giving doctors the authority to
access HER

Yes

Yes

and MIRACL
Library

2018

version 5.6.1
Y. Zhuang

Setting up and distributing a

et al., 2020

local

Yes

Yes

-

2020

Yes

No

_

2020

servers
Madane et
al., 2020

Using Oracle server as a
primary centralized storage

Table1: Comparison of security level with patient's permission to access his/her EHR independently
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3. Research steps & approach
This research proposal is based on developing a Secure Electronic Health Record Model using blockchain
technology patient has complete control over his/her EHR system. The high-level model is shown in Figure 7,
consisting of different modules. The patient is an administrator to create the block of the medical record on a
blockchain independently without involving any other entity. The main modules and phases of the proposed
model are explained in the following:

Figure 7: Blockchain-Based Secure Conceptual Framework of EHRs

A- Proposed Research Modules:
1- Doctor Module

The doctor will communicate with the patient after conducting the medical examination. The doctor will
analyze the medical report received from the laboratory, X-ray, or image department and send the medical
report to the patient.
2- Patient Module

In this module, when the patient receives the medical report, he/she can examine and have the authority to
accept or reject the report. If the patient accepts his/her report, he can add this report into his/her HER by
adding a new block on the blockchain system independently, and he/she has complete control, and the report
is fully secured. The patient has another choice to reject the report, and it will not save in the blockchain
system.
3- EHR Module

This module contains patient medical reports that the patient has added as new blocks in electronic health
records for future reference. Later, the patient will add any new report in his/her EHR as figure 8.
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Figure 8: EHR Module

4- Government Agency Module

This module is related to accessing the medical record of a criminal patient if the government wants any
verification. Sometimes there are issues directly related to patient records that require government
intervention. That requires permission to access the patient's file. For example, prove a health condition for
an official organization to obtain a sick leave or prove a health condition from any chronic disease to achieve
a specific job. In addition, it can be adopted in some social issues, such as authorizing (premarital
examination centers) to access specific data of applicants and ensure the compatibility of their genetic genes.
5- Biobank Module

Research centers for biological and medical data and biological samples rely on technology. So, we know
that one of the essential advantages of blockchain technology is the decentralization of data with the ability
to see some data in public without knowing the identity of the people, and this matter helps the possibility
of using the Blockchain in studying the number of people with a specific disease and how to treat them,
which helps reduce the number of expected infections for the general society. It helps in succession to reduce
the enormous medical expenses around the world. In some cases, these research centers can communicate
with the patients to request permission to access and view some more specific data.
6- Health Agency Module

Through international agencies such as the World Health Organization, the World Food, Drug Authority,
and some regional and global agencies with a common interest to benefit from the health data contained
within the blockchain nodes in the statistical and digital operations.
7- Insurance Module

Health insurance companies can know the health conditions of their customers by obtaining the public key
for each client.

12

B- Research Phases
In the following section, we will discuss the essential phases of this research:
1) Literature Review

In this phase, the literature review of the use of blockchain technology in the health care field will be
presented. The focus is to improve the security of electronic health records (HER) based on cloud storage
servers. The detail of this part is presented in the Literature Review part of the proposal.
2) Secure EHR Design

The research-based is upon blockchain technology to protect electronic health records' security, privacy, and
reliability. The patient has complete control of his/her medical record, and only the patient can give access
to a doctor and others to view his medical history. Blockchain technology has many advantages such as
distributed data storage, non-modifiable, non-penetrable, non-delete able. In the design phase, we will
address the possibility of patient management of his health record without any other party. The abstract level
Entity-Relationship (ER) diagram of system design is shown in figure 9.

Figure 9: System Design ER Diagram

3) Secure EHR Implementation

This phase will describe implementing our proposed model. We will use the MATLAB tool to implement
our prototype model, which consists of the following six scenarios:
I.
II.

The patient and the doctor will sign up for their account.
The doctor and patient will sign in to their accounts, and the patient will fill up his/her account with
data such as age, health, situation, and any disease he/she has.

III.

The doctor will conduct the necessary medical examination to diagnose the patient's health condition,
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write the appropriate prescription for him/her, and will send it to the patient.
IV.
V.

The patient logs in and adds the username of the doctor who prepares the medical report.
The patient's medical report appears on the system, which contains:
a. Doctor's and the patient's names.
b. Medical diagnostic data and doctor's notes.
c. The appropriate medical prescription for the patient's condition.

VI.

After examining the entire report, the patient has one of two options:
a. Choose (Accept) to add the Medical Report to his EHR on the Blockchain if he is sure of the
integrity of the data and matches it to his expected condition.
b. Choose a rejection to refuse that report in the event of incorrect or any other data issues.

4) Research Limitation

The limitation of this research is the application of the proposal to algorithms and approaches using MATLAB
compared to its implementation on an integrated system that contains (nodes) and an authentic experience for
patients through their receipt of medical reports and their acceptance to be uploaded on their Blockchain.
Respectively, an integrated system takes more time and the approval of official authorities Cooperative and the
presence of volunteers as patients.
A simulation was created as a platform that connects doctors and patients through which they sign up an
account through which the doctor can describe the health status after diagnosis and write the prescription for that.

Figure 10: The result of implementing Main of the Blockchain
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Figure 11: After pressing the start button, we must register as new patients and doctors.

Figure 12: doctors and patients sign up through this window.

Figure 13: Here, the doctor's interface fills up the patient's username, diagnosis, and prescribed medicines.
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Patient signs in and write down the doctor's username and press (Show Waiting Visits) Figure14. Then the patient can accept the diagnosis
or leave it as rejection in the waiting visits.

Figure 14: Patient’s Interface
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4. Results & comparison
I.

INTRODUCTION

The introduction of the Blockchain in the healthcare sector is primarily about increasing security and
improving data protection. In addition to the possibilities of the Blockchain for doctors, authorities, and patients,
the interaction of the data flow between patients and hospitals or service providers in the healthcare sector can
also be significantly improved. The Blockchain can be an ideal solution wherever information has to be stored
and passed on. Blockchain also plays a significant role when companies exchange data from patients in the
healthcare sector, as it improves data protection and the security of transmission.
The Blockchain decentralizes health information and thus increases efficiency. No central storage is necessary,
as the data is decentralized by the individual companies and people involved. It is one of the most significant
advantages of the Blockchain, parallel to the security against manipulation, encryption, and the constant control
and transparency of all data.

II.

Security

Hash function: We use DataHash to hash data information on the Blockchain. In this function, we set hashing
method to SHA-256. In the Blockchain, a hash function is used in various situations. A hash function is a function
that has the following characteristic properties. • Returns fixed-length output data from arbitrary length • SHA256 can only convert some data in one direction, and it is impossible to convert hashed data back to the original
data. SHA-256 is a one-way function, and there is no reversal mechanism. This function is computationally

Table 2: SHA-256 Hash function output

effective, and a computer with an average specification can operate hundreds of times per second. Table 2 shows
the result of using a cryptographic hash function to EHR data.
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III.

Efficiency

It is essential to evaluate the system performance related to scalability and efficiency concepts we need to the
data integrity proof generation, so we test our system with different numbers of concurrent records in a range
from 1 to 10,000 with the help of 'tic' and 'toc' MATLAB methods to measure the time elapsed for creating a new
record in the system Figure 15.

Figure 15: Graph of number record versus average response time

From this figure, we notice that the system can handle a large dataset at low latency, indicating the data
process's scalability and efficiency.

IV.

Capacity

We can explain the meaning of (block capacity) as adding a new block to the previously existing group of
blocks in the Blockchain to serve as a database and record the ledger in an encrypted way through data structures
called blocks. These blocks are mainly used as data units used to store transaction information for the network.
The first block is called the Genesis block, as there is no previous block for it as a new chain. Block capacity is
also sometimes calculated as the current length of the Blockchain minus one. The first block has no height but a
size. We calculate the capacity of the block array with the increasing number of blocks in Tables 3,4, and fig 16.
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Figure 16: Graph result of the number of blocks versus capacity in byte

Table 4: capacity of blocks
(part2)

Table 3: capacity of blocks
(part1)

V.

Comparison

The implementation results are compared with the well-known existing techniques that have been discussed in
the literature review. The proposed compared our results with the following two approaches presented in the two
papers published on cloud-based EHR solutions. The comparison focuses on the features of our research proposal
with two EHR cloud-based management solutions (Zarezadeh, 2020) and (Wang, 2019) , as shown in table 4, to
give the patient control over his electronic health record, distributed database storage.
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Table 5: Comparison of our research suggestion with two techniques

5. Conclusion and Future work
As we have indicated in previous papers, we find that some of them recommend relying on some intermediary
companies such as Oracle and Ethereum, all which conflict with the ultimate blockchain mechanism. Some papers
recommend relying on certain parties as intermediaries, which has proven their limitations and centralization,
which goes against the principle of Blockchain.
This proposal recommends giving the patient the authority to accept the medical report as a new block to the
patient's Blockchain. Moreover, the proposal recommends independence (Node) from private for-profit
companies such as Oracle and Ethereum to avoid any negative consequences in the future. The proposal
recommends the creation of a (node) within each medical city to form a global, non-profit network whose
establishment will be pursued under the supervision of technical scientists and doctors from around the world for
transparency, credibility, and integrity.
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